
11/30/2017

1

Smart and Resilient Energy 
Systems: Metrics and Evaluation

Igor Linkov and Matthew Bates
Risk and Decision Sciences Team, US Army

6172339869

Igor.Linkov@usace.army.mil

Innovative solutions for a safer, better worldBUILDING STRONG®



11/30/2017

2

Innovative solutions for a safer, better worldBUILDING STRONG®

Innovative solutions for a safer, better worldBUILDING STRONG®

Resilient

Smart



11/30/2017

3

Innovative solutions for a safer, better worldBUILDING STRONG®

Resilient Smart

Information

Social

Physical

Smart vs Resilient

Innovative solutions for a safer, better worldBUILDING STRONG®

Resilient Smart

Information

Social

Physical

x x

Disrupt information 
node

Smart vs Resilient under Attack



11/30/2017

4

Innovative solutions for a safer, better worldBUILDING STRONG®

Resilient Smart

Information

Social

Physical

x x

Disrupt information 
node

Partial Loss of 
Function

Complete Loss of 
Function

Innovative solutions for a safer, better worldBUILDING STRONG®

Smart and 
Resilient

Information

Social

Physical

How can we be Smart AND Resilient?
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Difference in Smartness and Resilience

- Fully Redundant

- Greater maintenance requirements

- Functional during disruption

- Less efficient during random 
attacks

- Observe emergent patterns 

- Centralized decision making

- No redundancy

- Prone to targeted attacks

How to Quantify Resilience and do Tradeoffs?
Marchese and Linkov, 2017

Innovative solutions for a safer, better worldBUILDING STRONG®



11/30/2017

6

Innovative solutions for a safer, better worldBUILDING STRONG®

Critical 
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Resilience -- 3R, 4R, 5R?
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2. Metrics-Based Resilience Approaches

Physical 

Information

Cognitive

Social

PREPARE ABSORB RECOVER ADAPT

System Domains
Disruptive Event Stages

Scale

Home      Neighborhood          Town            County           Region       State      Country

Linkov et al., 2013
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Assessment using Decision Analysis

Use developed resilience metrics to 
comparatively assess the costs and 

benefits of different courses of action 

Fox-Lent et al., 2015
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How it works: Project Evaluation

 Baseline assessment can be used to evaluate proposed 
projects Prepare Absorb Recover Adapt

Physical 71 16 60 10

Information 63 45 21 18

Cognitive 90 49 38 27

Social 82 54 12 52

43

Prepare Absorb Recover Adapt

Physical +10 +18 +9 +32

Information +8 +17

Cognitive

Social

Prepare Absorb Recover Adapt

Physical

Information +5 +15 +22

Cognitive

Social +3 +12 +21

Prepare Absorb Recover Adapt

Physical 81 34 69 42

Information 71 45 38 18

Cognitive 90 49 38 27

Social 82 54 12 52

Prepare Absorb Recover Adapt

Physical 71 6 60 10

Information 63 50 36 40

Cognitive 90 49 38 27

Social 85 54 24 73

Project 1 Project 2

51 47

*Projects may have (+) or (-) in other matrices
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Problems with Metrics-Based 
Approaches 

•Measuring for emerging threats remains difficult: the 
gap between measures and increased vulnerabilities 
can be hard to close

•Many measurement programs utilize data that does 
not contribute to informing decisions or changing 
behavior. 

Not everything that counts can be counted, and 
not everything that can be counted counts.
Albert Einstein



11/30/2017

9

Innovative solutions for a safer, better worldBUILDING STRONG®

• 5 county-level resilience and vulnerability indices 
• Relative rather than absolute scores
• Different aggregations of much the same data –
 (Gini, poverty rate, vehicle access, hospitals,

workforce composition, etc.)
• Adjacent counties show different patterns of 

relative resilience/vulnerability. What should 
states rely on to make investment decisions?

Validating Resilience Indices
Community 
Disaster Resilience 
Index

Social Vulnerability 
Index (SVI)

Social Vulnerability
Index (SoVI)

Resilience 
Capacity Index

Baseline Resilience 
Indicators for 
CommunitiesBakkensen, Linkov et al (2016)
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Emerging Science of Resilience

•Integration of Eco, Engineering and Psychlogical
legs of Resilience

•Resilience Matrix and Visualization Tool

•Tiered Approach to Resilience Assessment

•Network Science Methodology

•Smartness vs. Resilience
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Connelly et al., 2017
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2. Resilience of Complex Organizations

20

Larkin, Fox-Lent, Linkov et al., 2015
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Resilience: OECD

21

, Linkov, 2017
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US Army

After Linkov et al., 2016
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Resilience: US Army

23

AFTER WOOD ET AL, 2018

Innovative solutions for a safer, better worldBUILDING STRONG®

3. Tiered Approach to Resilience Assessment

After Linkov et al., 2017
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4. Future: Network-based Approaches
We quantify resilience by using network science approach by considering 
the different domains as interdependent multiplex networks.
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Network-based Resilience Theory?

System’s critical functionality (K)

Network topology: nodes ( ) and links ( )

Network adaptive algorithms ( ) defining how 
nodes’ (links’) properties and parameters change 
with time

A set of possible damages stakeholders want the 
network to be resilient against )

, , ,
26

Ganin et al., 2016
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Transportation Networks in 40 Cities 
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Smartness/Efficiency vs. Resilience

Ganin et al., 2017
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