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- While FPL has invested nearly $3 billion to build a stronger, smarter energy grid,
with this powerful of a storm, customers should prepare for potentially prolonged /

power outages

Sep 5, 2017
JUNO BEACH, Fla., Sept. 5, 2017 /PRNewswire/ -- Florida Power & Light Company (FPL)
today announced that it is closely monitoring the path of Hurricane Irma and preparing to Fpl

respond safely and as quickly as possible should the storm impact its service area.

More Than 10 Million
People Lost Power in
Florida

Thanks to Hurricane Irma, the southwest of the state’s electrical grid
will need a “wholesale rebuild.”
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FPL spent $3 billion preparing for a
storm. So why did Irma knock out the
lights? - - '

o BYNICHOLAS NEHAMAS AND NANCY DAHLBERG
nnehamas@miamiherald.com
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After Irma, Florida’s Smart
Grid Needs the Longest
I and Most Complex
Restoration in U.S. History

EAE

Can You Be Smart and Resilient at the Same Time?

Dayton Marchese™ and Igor Linkov*™ DOL 10,102 1/acs est 7EA191 2
Envion. Sei. Technol 2017, 51, 5867- 5868
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Smart vs Resilient under Attack
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How can we be Smart AND Resilient?
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Difference in Smartness and Resilience
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Information ooy e

| sodar | i S I

[ vesstes |

Fully Redundant Observe emergent patterns
Greater maintenance requirements Centralized decision making
Functional during disruption - No redundancy

Less efficient during random Prone to targeted attacks
attacks

How to Quantify Resilience and do Tradeoffs?
Marchese and Linkov, 2017

Measuring the “Smartness™ of the Electricity
Grid
B. Dupont, Student Member, IEEE, L. Meeus, and R. Belmans, Fellow, IEEE

Advanced Meters 1A Number of advanced melers installed

- Percentage of total demand served by advanced meters
he fraction of customers served by RTP triffs

he fraction of load served by RTP taniffs

Dynamic Pricing Signals

Smart Appliances - Total yearly retail sales volume for of smarl [5]
rotal load capacity in each consumer category thal i actually or polentially modified by behaviours of smart appliances [MW]
Demand Side Me 4A: Fraction ol contributing in DSM [%]
4B: Percentage of consumer load capacity participating in DSM [MW/MW]
4C: Potential for time shift (before start-up and during operation) [h]
Prosumer SA: Total electrical energy locally (decentralised) produced versus total electrical energy consumed [MWh/MWh]
5B: Minimal demand from grid (maximal own ion) versus maximal demand from the grid (own fon is zero) [MW/MW]
‘raction of lime prosumer is net producer and consumer [A/h]
Disiributed Generation and 6A: Amount of production generated by local, distributed peneration (MW/MW )
Storage 6B: Potential [or direct electrical energy storage relative o daily demand for electrical enerpy [MW B/MWhe]
6C: Indirecl electrical energy storage through the use of heal pumps: Lime shifl allowed for heating/cooling [h]
PHEVs TA: The total number and percentage shares of on-road light-duty vehicles, comprising PHEVs

7B: Percentage of the charging capacily of the vehicles thal can be controlled (versus the charging capacily of (he vehicles or the total
power capacity of the gridy [MW/MW]

TC: Percentage of the stored cnergy in vehicles that can be controlied (versus the available energy in the vehicles or the woial energy
consumption in the grid) [MWhMWh]

7D: Number of charging points that are provided (o charge the vehicles

8A: The percentage of grid operators with standard distributed resource inlerconnection policies

DER Interconnection

New Energy Services 9A: Number of served by ESCO's
OB: Number of additional energy services offered (0 the consumer
9C: Number of kW h thal the consumer saves in won (o the
Flexibility 10A: The number of customers offering flexibility to agaregators
10B- The Mexibility that can ofler 1o other market players [MWh]

10C: The time that aggregators can offer a certain flexibility [h]
10D To whal extent are storage and DG able o provide ancillary services as a percentage of the total offered ancillary services
10E: Percentage of storage and DG that can be modilied vs_ tolal storage and DG [MW/MW]
Customer Choice TEA: Number of tarifl plans available w end

before the energy service

Support Mechanisms 1ZA- The average percentage of smarl grid investment thal can be recovered through rales or subsidies
12B: The percentage of smart arid investment covered by extemal financing
Tnteroperability Maturity Level T3A: The weighted average maturity level of inleroperabilily realised among elecinicily system stakehoklers

Power Qualiry 14A: Amount of vollage variations in the
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T international risk

governance center

RESOURCE GUIDE

Resilience

An edited collection of authored
pieces comparing, contrasting,
and integrating risk and
resilience with an emphasis on
ways to measure resilience

Environ Syst Decis (2017) 37:46-50
DOI 10.1007/510669-017-9634-9

Features of resilience

Elizabeth B. Connelly' + Craig R. Allen” +
David D. Woods” + Igor Linkov®
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Adaptation 1o Improve

z o functicnality and resilience
8 [ i | Memory
R g
Crilic al .
A Time
Function
Threshold
Plan/Frepare : Absort : Recover : Adapt Thoe

Kesilience —

3K, 4K, 587

Figure 1 What is resilience?

Macro System

Subsystems

Components of Resilience

Source: World Economic Forum
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2. Metrics-Based Resilience Approaches
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Linkov et al., 2013
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Assessment using Decision Analysis

Selection of Alternatives f’_\ Comparative Assessment

Tiers — i
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Figure 5: Comparative Assessment of Resilience-Enhancing Alternatives

Use developed resilience metrics to

comparatively assess the costs and ERDC

benefits of different courses of action  olutions for asafer, better world
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How it works: Project Evaluation

= Baseline assessment can be used to evaluate proposed

p rOJ e CtS Prepare Absorb Recover Adapt
erysical [ 71 [ o |
Information 63 45 4 3
Cognitive 90 49
Social 82 54 52
Project 1 Project 2
Prepare Absorb Recover Adapt Prepare Absorb Recover Adapt
Physical +10 +18 +9 +32 Physical
Information +8 +17 Information +5 +15 +22
Cognitive Cognitive
Social Social +3 +12 +21
Prepare Absorb Recover Adapt Prepare Absorb Recover Adapt
Physical 81 34 69 42 Physical 71 “
Information 71 45 38 Information 63 50 36
Cogpnitive 90 49 38 5 l Cognitive 90 49 38 47
Social 82 54 52 ocial

, *Projects may have (+) or (-) in other matrices ERDC
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Problems with Metrics-Based
Approaches

*Measuring for emerging threats remains difficult: the
gap between measures and increased vulnerabilities
can be hard to close

*Many measurement programs utilize data that does
not contribute to informing decisions or changing
behavior.

Not everything that counts can be counted, and
not everything that can be counted counts.
Albert Einstein

ERDC
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Validating Resilience Indices
- . Community

5 county-level resilience and vulnerability indices Disaster Resilience

Relative rather than absolute scores Index

Different aggregations of much the same data —
> (Gini, poverty rate, vehicle access, hospitals,

workforce composition, etc.)
Adjacent counties show different patterns of
relative resilience/vulnerability. What should

y Social Vulnerability}
= Index (SVI)

states rely on to make investment decisions? . 94
CDRI RCI BRIC sovI svI = . Resilience
Low -———High Low High Low High Low High Low ———— High Capacity Index
cahaston Cameron, | [ I | .
P sefferson, ¢ | I | I S F e
N chambers, T | DN | —— W]
Mobile, AL | NN | I [ I S <
Mobile  Balgwin, AL | I | /A — -~ Social Vulnerabilit
Region Escambia, FL | (NN | ] I [ ] - Index (SOV|)
SentaRosa, FL | NN | I | I | ==
Tampa Milsborough, | I | I I | N | : o
hegen Menatee L | BN | | | LA
e —— I Tof = peING Resilg
- =- - Indicators for
Bakkensen, Linkov et al (2016) = Communities

Fmerging Science of Kesilience

eIntegration of Eco, Engineering and Psychlogical
legs of Resilience

*Resilience Matrix and Visualization Tool
*Tiered Approach to Resilience Assessment
*Network Science Methodology

*Smartness vs. Resilience

=, ERDC
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Table 1 Resilience features common o socio-ecology, psychology, organizations, and engineering and infrastructure, which are related to the
temporal phases from the National Academy of Sciences definition of resilience

NAS Resilience Description by application domain
phase of  feature - - - — - -
esibience Socio-ecological Psychological Organizational Engineering and
infrastrue ure
Flan Critical A system function identified by stakeholders as an important dimension by which to assess sysiem performance
funcL.mnﬁ Ecosysiem services Human psychological well-  Goods and services provided 1o Services provided
(services) provided to society heing sOCieLy by physical and
technical
engineered
syslems

Absorh Thresholds

Recover  Time (and
scale)

Adapt Memory/
adaptive

management

Intrinsic tolerance o stress or changes in conditions where exceeding a threshold perpetuates a regime shift

Used to identify natumal Based on sense of Linked 0 organizational Based on
breaks in scale community and personal adaptive capacity and to sensitivity of
afiribuies britileness when close io sysiem
threshold functioning 1o
changes in input
variables

Duration of degraded sysiem performance
Emphasis on dynamics over  Emphasis on time of Emphasis on time uniil
lirne disruption (ie., TECOVErY
developme ntal stage:
childhood vs adulthood)
Change in management approach or other responses in anticipation of or enabled by learning from previous
disruptions, evenls, or experiences

Emgphasis on time
until mcovery

Ecological memory goides  Human and social memory  Corporate memory of
how ecosysiem can enhance (through
reorganizes afier a learning) or diminish
disruption, which is (e.g., post-tmumatic that enable modification and based on past and
muaintained if the system stress) psychological building of responsiveness v potential future
has high modulanty resilience events stressors

Re-designing of
challenges posed to the engineering
organization and management  svsiems designs

Connelly et al., 2017

2. Resilience of Complex Organizations

Environ Syst Decis

Fig. 1 Agency resilience
actions addressed (relative to
NAS definition) in physical,
information, and social domains

Larkin, Fox-Lent, Linkov et al., 2015
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Resilience: OECD
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Resilience: US Army
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3. Tiered Approach to Resilience Assessment

Increase resources, capital expenditures

E

Resilience Tiered Approach
Tier 3

Complex modeling of interactions
between sub-systems and using robust
scenario analysis.

Tier 2

Detailed models using formal decision
analysis to prioritize system
performance and investmenis

Tier 1

Screening models or indexes to identify
easy impravements and guide focus of
Jurther analysis

écrease model complexity, data needs

ERDC

BUILDING STRONG,

After Linkov et a|_, 2017 [Innovative solutions for a safer, better world
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4. Future: Network-based Approaches

We quantify resilience by using network science approach by considering
the different domains as interdependent multiplex networks.
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Network-based Resilience Theory?

System’s critical functionality (K)

Network topology: and links (£)

Network adaptive algorithms (€) defining how

nodes’ (links’) properties and parameters change

with time

A set of possible damages stakeholders want the

network to be resilient against (E)

= R =f(V,L CE)

Ganin et al., 2016

ERDC
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Smartness/Efficiency vs. Resilience
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